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!"#$%&'$— The Internet of Things (IoT) is the concept of 
interacting devices in an ever-growing network which makes 
living easier for human beings. The application of IoT is 
present across vast areas like home automation, smart cities, 
automotive industry, manufacturing plants, smart devices 
and wearables, healthcare and agriculture. Despite many 
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The possible areas where the Internet of Technology can 

be found are numerous and diverse. The primary reason why 
IoT is trending and will continue to trend in the technology 
sector is its applications. IoT applications across different 
domains are as follows: 

• Smart food and water monitoring 
• Smart health  
• Smart living  
• Monitoring environment 
• Smart manufacturing 
• Smart Energy Usage and Monitoring 
• Smart homes and office spaces 
• Smart transport and mobility  
• Smart industries 
• Smart cities   
• Smart Tourism [7] 

Because there are numerous IoT applications, there are 
just as many security challenges to go with them. For example, 
the control systems for nuclear reactors are attached to 
infrastructure. These systems need consistent updates and 
patches in a timely manner to work properly, but how can they 
receive them without impairing functional safety. As another 
example, consider smart meters for your home. These meters 
collect data like energy usage to send to the utility company. 
But that information must be protected. The data showing that 
power usage has dropped could indicate that a home is empty, 
making it a target for burglars. 

With so many different challenges to overcome, it’s no 
wonder why this problem has yet to be solved. However, many 
people have ideas o



• Failure of traditional security governance and 
strategy (relegating key security decisions) 

• Determinant consideration of devices as primary 
determinants for security decisions is delivering 
incomplete or inadequate security prevention, 
detection, response or prediction for IoT. 

• The failure of security is causing major changes to 
skills development, organizational structure, service 
selection, risk management and other decision 
processes. 

• More devices behind any network firewall. Hacking a 
simple device such as lamp or baby monitor to 
uncover and retrieve private information. If low cost 
these can be disposed  

• Lack of update of devices by companies can create an 
opportunity for hacking.  One device which was safe 
few years ago if not updated can be a source of 
intrusion. 

• Access of corporation to your private financial and 
health data and selling them to other entities.   

•



IV. ATTACK 



 
In the network shown in Figure 1, hackers must make 

their way through just one layer of security to gain access to the 
network. On the other hand, perpetrators would have to get 
through 2 layers of network security to access compromise the 
network depicted in Figure 2. This method of securing the 
network will not only make it difficult for the intruders to hack 

into the network, but it will provide additional time to the 
legitimate users to take necessary steps to secure the network. 
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